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Chapter 36

United Arab
Emirates

Rima Mrad

BSA Ahmad Bin Hezeem & Associates LLP

1 Relevant Legislation and Competent
Authorities
1.1

What is the principal data protection legislation?

The laws in the United Arab Emirates can be divided into mainland/
onshore UAE laws and free-zone specific laws. The mainland of the
UAE does not have any principal data protection legislation existing in
its own right. Data privacy and protection is addressed across a number
of separate regulations, not specifically focused on data protection.
Certain free-zones have their own respective data protection
legislation which only applies within the confines of said free-zone,
such as the Dubai International Financial Center (“DIFC”), the
Abu Dhabi Global Market (“ADGM”), the Dubai Healthcare City
(“DHCC”) and the mainland of the United Arab Emirates (“UAE”).

1.2

DIFC Law Number 1 of 2007 (as amended by DIFC Law
Number 5 of 2012).

■

DIFC Data Protection Regulations (consolidated version
number 2 of 2012) (“DIFC Regulations”).

The principal data protection regulations in the ADGM are:
■

The Data Protection (Amendment) Regulations 2018
(“ADGM 2018 Data Protection Regulations”).

■

The Data Protection Regulations of 2015 (“ADGM 2015
Data Protection Regulations” or “ADGM Regulations”)
(enacted under Article 6(1) of Law Number 4 of 2013
concerning the Abu Dhabi Global Market) which are
consistent with the Organisation for Economic Co-operation
and Development’s guidelines and the European Union’s
Directives on the protection of privacy and personal data.

■

Article 378 of Federal Law Number 3 of 1987 (the “Penal
Code”), as amended by Federal Law Number 34 of 2005,
provides that the violation of private or familial life by
recording or transmitting private conversations and by
capturing or transmitting the picture of a person in a private
place is punishable by a fine and imprisonment. Article 379
of the Penal Code further provides that any individual who, by
reason of his profession or situation, is entrusted with a secret
and who discloses it in unauthorised cases, or uses it for his
own advantage, is punishable by a fine and by imprisonment.

■

Article 31 of the UAE constitution of 1971 (the “UAE
Constitution”) provides for a general right to privacy with
respect to correspondence and other means of communication:
“Freedom of corresponding through the post, telegraph or
other means of communication and the secrecy thereof shall
be guaranteed in accordance with the law”. However, this
only applies to UAE nationals.

1.3

Is there any sector-specific legislation that impacts
data protection?

The following pieces of sector-specific legislation impact data
protection matters in the UAE:
■

Federal Law Number 5 of 2012 on Combatting Cybercrimes (the
“Cybercrime Law”). Article 2 of the Cybercrime Law prohibits
the disclosure, publication and re-publishing of any information
that was obtained by unauthorised access to websites or
electronic information systems or networks. Article 21 prohibits
the use of a computer network, an electronic information
system or any information technology means for the invasion
of privacy. Further, Article 22 states that any person who uses,
without permission, any information network, electronic site or
information technology tool to expose confidential information
shall be punished by imprisonment and a fine.

■

Federal Law by Decree Number 3 of 2003 regarding
the Organisation of the Telecommunications Sector (the
“Telecommunications Law”). The Telecommunications
Law provides protection to all data obtained through any
means of communication. In addition, the 2014 Customer
Protection Regulations address to what extent the UAE’s two
telecommunication companies can share the personal details
of their customers.

■

Telecommunications Regulatory Authority Consumer
Protection Regulations Version 1.3 protect data and

The principal data protection legislation in the DHCC is the Health
Data Protection Regulation Number 7 of 2013. It contains several
detailed provisions relating to the protection of patient data and
patient health information, including information about the patient’s
health, medical history, disabilities, and donations of body parts and
bodily substances.
The only legislation in the UAE that directly addresses Data
Protection is the Dubai Law Number 26 of 2015 regulating Data
Dissemination and Exchange in the Emirate of Dubai (“the
Dubai Data Dissemination Law”). However, the Dubai Data
Dissemination Law only applies to Federal Government Entities
that have any data relating to Dubai, to local government entities,
and to persons who produce or spread any data relating to Dubai.

346

Is there any other general legislation that impacts
data protection?

The following pieces of legislation impact data protection matters
in the UAE:

The principal data protection regulations in the DIFC are:
■

Nadim Bardawil
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■

Dubai Law Number 23 of 2006 (the “Dubai Statistics Law”)
prevents the disclosure of any data collected for statistics.

■

Federal Law Number 15 of 1980 regarding Printed Matters
and Publications provides that publishing news and comments
connected with a person’s private life is prohibited.

■

UAE Cabinet Resolution No. 21 of 2013 addressing data
security for Federal Authorities (the “Data Security
Resolution”) specifically outlines how data belonging to the
UAE federal government, authorities, ministries and other
official entities must be stored, treated and disseminated.

In the healthcare settings, privacy and data protection matters
are governed by the regulations listed below. Emirate-specific
regulatory bodies have begun drafting more comprehensive medical
data legislation.
■

■

■

Health Authority of Abu Dhabi (“HAAD”) Data Standards
and Procedures, of January 2008, as revised by the April 2014
version. The HAAD Data Standards and Procedures outlines
the policies and procedures which must be followed when
handling Confidential Health Information (“CHI”) focusing
on four areas: the necessary and authorised access to CHI;
the unauthorised access to CHI; the storage of CHI; and the
transmission of CHI. It further provides regulations relating
to health insurance fraud. The HAAD has created a Data
Standards Panel whose role is to “review and recommend to
HAAD changes and additions to electronic data exchange
standards, such as transactions, codes and business rules”.

■

National Electronic Security Authority (pursuant to the
Cybercrime Law).

■

Telecommunications Regulatory Authority (pursuant to the
Telecommunications Law).

■

The Dubai Statistics Centre (pursuant to the Dubai Statistics
Law).

■

The Dubai Health Authority and the Health Authority of Abu
Dhabi.

In the DIFC, the Office of the Data Protection Commissioner is
responsible for the regulation of data protection.
In the ADGM, the Office of Data Protection is responsible for
regulating data protection matters.
In the DHCC, the Centre for Healthcare Planning and Quality is
responsible for the regulation of data protection.

2 Definitions
2.1

Please provide the key definitions used in the relevant
legislation:

■

“Personal Data”
The DIFC Law Number 1 of 2007 defines “Personal Data”
as any data referring to an identifiable natural person, which
in turn is defined as a natural living person who can be
identified, directly or indirectly, in particular by reference to
an identification number or to one or more factors specific to
their biological, physical, biometric, physiological, mental,
economic, cultural or social identity.

Dubai Health Authority (“DHA”) Home Healthcare
Regulations, issued in 2012, outline the procedures healthcare
facilities must follow with respect to healthcare records and
their management. Similarly, the Health Record Guidelines
outline the essential requirements which healthcare facilities
must implement with regards to the management of health
records including record keeping, retention of health records
and destruction of health records. The DHA also created the
Health Data and Information Analysis Department whose role
is to improve the manner and method in which health data is
handled and exchanged, as well as to “focus on transparency
and confidentiality” between patients and healthcare providers.
Federal Law Number 7 of 1975 concerning the Practice of
the Human Medicine Profession (the “Human Medicine
Profession Law”). Article 13 of the Human Medicine
Profession Law states that a doctor has no right to divulge
a private secret concerning a patient and relating to his
profession. Certain exceptions apply to this, namely if
divulging the secret is held to serve the interests of the
individual or to prevent a crime from occurring.

■

The Ministry of Health Code of Conduct 1988 (the “Code of
Conduct”) states that pharmacists are required to uphold the
confidentiality of any information acquired in the course of
professional practice relating to patients and their families.
In this case, confidential information and data extends beyond
the customer’s medical details and includes their address,
telephone, and any family or financial data contained in the
medical record and hospital registration details.

■

Other guidelines on the ethical principles to respect in
relation to confidentiality and privacy are covered by “the
Good Clinical Practice Principles” and “the Basic Principle
for all Medical Research”.

1.4

specific authorities are responsible for matters related to data
protection in the United Arab Emirates:

The ADGM 2018 Data Protection Regulations define
“Personal Data” as any information relating to an identified
natural person or identifiable natural person. “Identifiable
natural person” is defined as a natural person who can be
identified, directly or indirectly, in particular by reference to
an identification number or to one or more factors specific to
their biological, physical, biometric, physiological, mental,
economic, cultural or social identity.
■

“Processing”
In the DIFC Law Number 1 of 2007, “Processing” is defined
as any operation or set of operations which is performed
upon personal data, whether or not by automatic means, such
as collection, recording, organisation, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction.
The ADGM 2018 Data Protection Regulations define
“Processing” as any operation or set of operations which is
performed upon personal data, whether or not by automatic
means, such as collection, recording, organisation, storage,
adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking,
erasure or destruction, and “Processed”, “Processes” and
“Process” shall be construed accordingly.

■

“Controller”
In the DIFC Law Number 1 of 2007 and the ADGM 2018
Data Protection Regulations, “Data Controller” is defined
as any person in the DIFC or the ADGM, respectively, who
alone or jointly with others determines the purposes and
means of the processing of personal data. A data controller is
equivalent to a data protection officer.

What authority(ies) are responsible for data
protection?

There is no single authority responsible for the regulation of data
protection in the United Arab Emirates. The following sector-

United Arab Emirates

information relating to telecommunications subscribers,
including their name, address, bank account details, credit
card details, and message and call recordings.

United Arab Emirates

■

“Processor”
In the DIFC Law Number 1 of 2007 and the ADGM 2018
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■

Data Protection Regulations, a “Data Processor” is any person
who processes personal data on behalf of a data controller.

to a private life may mean that they have a right to transparency,
or a right to know how their personal data is being used.

“Data Subject”

In the DIFC and the ADGM, the rights to access to and
rectification, erasure or blocking of personal data and the
rights to object to processing provided by Articles Article 1718 of the DIFC Law Number 1 of 2007 and Articles 10-11 of
the ADGM 2015 Data Protection Regulations give individuals
located in these jurisdictions a right to transparency.

In the DIFC Law Number 1 of 2007, “Data Subject” is defined
as any individual to whom personal data relates. The ADGM
2018 Data Protection Regulations define “Data Subject” as
the natural person to whom personal data relate.
“Sensitive Personal Data”

■

In the DIFC Law Number 1 of 2007, “Sensitive Personal Data”
is defined as personal data revealing or concerning (directly
or indirectly) racial or ethnic origin, communal origin,
political affiliations or opinions, religious or philosophical
beliefs, criminal record, trade-union membership and health
or sex life. The ADGM 2018 Data Protection Regulations
provides the same definition of “Sensitive Personal Data”
although it does include communal origin in the definition.

■

None of the applicable laws provide a definition of “Data
Breach”.
Other key definitions – please specify (e.g., “Pseudonymous
Data”, “Direct Personal Data”, “Indirect Personal Data”)

■

■ “Data”
In the DIFC Law Number 1 of 2007 and the ADGM 2018
Data Protection Regulations, “Data” is defined as any
information which:
(a) is processed by means of equipment operating
automatically in response to instructions given for that
purpose;
(b) is recorded with the intention that it should be
processed by means of such equipment; or
(c) is recorded as part of a relevant filing system or with
the intention that it should form part of a relevant filing
system.
In the Dubai Data Dissemination Law, “Data” is defined as
a collection of organised or unorganised information, facts,
concepts, instructions, observations, or measurements, in
the form of numbers, alphabets, symbols, images, or any
other form, that are collected, produced or processed by
data providers. “Data” also includes information.

In the DIFC, sensitive personal data can also be processed in
the following circumstances: (j) if the processing is required
for protecting members of the public against: (i) financial loss
due to dishonesty, malpractice or other seriously improper
conduct by persons concerned in the provision of certain
business activities; and (ii) dishonesty, malpractice or other
seriously improper conduct by persons concerned in the
provision of certain business activities.

3 Territorial Scope
3.1

If a business wishes to process data in any circumstances
other than those mentioned above in the DIFC and the
ADGM, Article 10(2)(a) of the DIFC Law Number 1 of
2007 and Article 3(2) of the ADGM 2015 Data Protection
Regulations state that they should obtain a permit to process
this sensitive personal data.

Do the data protection laws apply to businesses
established in other jurisdictions? If so, in what
circumstances would a business established in
another jurisdiction be subject to those laws?

■
The UAE’s data protection laws only apply to businesses established
in the mainland of the UAE and to businesses established in
free-zones which are not governed by any specific data protection
laws. Free-zones that have issued their own data protection
legislation, such as the DIFC and the ADGM, are not governed by
the laws of the United Arab Emirates that relate to data protection.

What are the key principles that apply to the
processing of personal data?

■

Transparency
Although there is no explicit reference to having a right to
transparency in the mainland of the UAE, an individual’s right

348

Purpose limitation
Please see “Data minimisation” below.

■

Data minimisation
In the mainland of the UAE, an individual’s right to privacy
is protected. If, however, this individual consents to their
personal information being used for a specific purpose,
the information should not be used for a purpose that goes
beyond the purpose agreed on.
In the DIFC and the ADGM, given that an individual’s
consent must be obtained to be able to process their personal
data, the data collected and processed should not be used for
any purpose beyond the purpose agreed on.

4 Key Principles
4.1

Lawful basis for processing
In the mainland of the UAE, the DIFC and the ADGM, there
must be a lawful basis for processing data. The DIFC and the
ADGM have set out similar circumstances in which sensitive
personal data can be processed. Article 10(1) of the DIFC
Law Number 1 of 2007 and Article 3 of the ADGM 2015 Data
Protection Regulations both state that sensitive personal data
shall only be processed in the following circumstances: (a) if
the data subject has given his written consent to the processing
of the sensitive personal data; (b) if the processing is necessary
for the purposes of carrying out the obligations and specific
rights of the data controller; (c) if the processing is necessary
to protect the vital interests of the data subject or of another
person where the data subject is physically or legally incapable
of giving his consent; (d) if the processing is carried out in the
course of its legitimate activities with appropriate guarantees
by any non-profit seeking body, provided that the personal data
is not disclosed to a third party without the consent of the data
subject; (e) if the processing relates to personal data which are
manifestly made public by the data subject or which is necessary
for the establishment, exercise or defence of legal claims; (f) if
the processing is necessary for compliance with any regulatory
or legal obligation to which the data controller is subject; (g) if
the processing is necessary to uphold the legitimate interests
of the data controller recognised in the international financial
markets; (h) if the processing is necessary to comply with any
regulatory requirements; and (i) if the processing is required for
medical reasons.

“Data Breach”

■

United Arab Emirates

In all jurisdictions, information should be used in a manner
proportionate to what it was initially collected for.
■

Proportionality
Please see “Data minimisation” above.
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Retention

■

In the mainland of the UAE, there are no specifications as to
how long personal data can be retained.

■

In the DIFC and the ADGM, Article 8 of the DIFC Law
Number 1 of 2007 and Article 1 of the ADGM 2015 Data
Protection Regulations provide that personal data should
not be kept for longer than is necessary for the purposes for
which the personal data was collected or for which they are
further processed.

Right to object to marketing
Please see “Right to object to processing” above.
Right to complain to the relevant data protection
authority(ies)
In the mainland of the UAE, an individual’s privacy is
protected by the UAE Constitution, the UAE Penal Code and
the UAE Cybercrime Law. This gives individuals an implied
right to complain to the relevant authority.
In the DIFC, according to Article 7(1)(1) of the DIFC Data
Protection Regulations, a person has a right to complain.
A person may file a claim with the commissioner of data
protection by lodging a written notice that provides the
following information:

In the ADGM, Article 51 of the ADGM Employment
Regulations on processing personal data by the employer also
provides that personal data must not be kept for longer than
is necessary by the employer (having regard to the purpose or
purposes for which they are being processed).

(a) full name and address of the person making the claim;

Other key principles – please specify

■

(b) the data controller whom the person believes has
contravened the law;

There are no other key principles to be aware of.

(c) a detailed statement of facts which the person believes
gives rise to contravention of the law; and

5 Individual Rights
5.1

What are the key rights that individuals have in
relation to the processing of their personal data?

■

Right of access to data/copies of data
There is no such right for individuals in the mainland of the
UAE.
Article 17 of the DIFC Law Number 1 of 2007 and Article
10 of the ADGM 2015 Data Protection Regulations each
respectively give data subjects in the DIFC, and in the
ADGM, the right to access and to rectify, erase or block
personal data. This must be done at reasonable intervals and
without excessive delay or expense. This includes the right
to delete information.

■

Right to rectification of errors
Please see “Right of access to data/copies of data” above.

■

Right to deletion/right to be forgotten
Please see “Right of access to data/copies of data” above.

■

Right to object to processing
In the mainland of the UAE, an individual’s privacy is
protected by the UAE Constitution, the UAE Penal Code and
the UAE Cybercrime Law. This gives individuals an implied
right to object to the processing of their personal data, to
restrict its processing, and to object to its marketing.
Article 18 of the DIFC Law Number 1 of 2007 and Article
11 of the ADGM 2015 Data Protection Regulations each
give data subjects in the DIFC, and in the ADGM, the right
to object to processing on reasonable grounds at any time.
Given that the objection can be done at any time, this implies
that data subjects in the DIFC and the ADGM also have a right
to restrict processing and to withdraw consent. A data subject
has the right to be informed before personal data is disclosed
for the first time to third parties or used on their behalf for the
purposes of direct marketing, and to be expressly offered the
right to object to such disclosures or uses. Data subjects have
the right to object to marketing in the DIFC and the ADGM.

■

Right to restrict processing
Please see “Right to object to processing” above.

■

Right to data portability
No explicit references are made to the right to data portability
under UAE, DIFC and ADGM regulations.

■

Right to withdraw consent

United Arab Emirates

■

United Arab Emirates

(d) the relief sought by the person making the claim.
In the ADGM, under Article 18 of the ADGM 2015 Data
Protection Regulations, a person has a right to complain to
the Registrar in respect of the processing of their personal
data.
Other key rights – please specify

■

There are no other key rights to be aware of.

6 Registration Formalities and Prior
Approval
6.1

Is there a legal obligation on businesses to register
with or notify the data protection authority (or any
other governmental body) in respect of its processing
activities?

In the United Arab Emirates, there are no legal obligations on
businesses to register with or notify any authority that manages
data protection matters in respect of data processing activities.
Data can be processed as long as data relating to an individual was
obtained with their consent or if it is required by law. Further, there
is no specific data protection authority in the United Arab Emirates.
The lone exception here relates to data belonging to the UAE
government. The Data Security Resolution outlines that consent
must be provided before any data owned by the UAE government
can be stored, transferred or shared.
The DIFC has seen the implementation of a more regulated system
of data protection. Companies operating in the DIFC must appoint
a data controller. Article 19 of the DIFC Law Number 1 of 2007 and
Article 6 of the DIFC Data Protection regulations state that the data
controller of a business which is processing personal data must file
a notification with the commissioner of data protection. The data
controller should establish and maintain records of any personal
data processing operations. It should be noted that even where a
data controller does not process personal data, it must still submit a
notification reflecting this.
Similarly, companies operating in the ADGM must appoint a data
controller. Article 12 of the ADGM Data Protection Regulations
of 2015 provides that to be entitled to operate as a data controller,
an individual must first be registered as a data controller with the
ADGM Registrar.

Please see “Right to object to processing” above.
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United Arab Emirates

6.2

If such registration/notification is needed, must it
be specific (e.g., listing all processing activities,
categories of data, etc.) or can it be general (e.g.,
providing a broad description of the relevant
processing activities)?

In the DIFC, according to clause 6(3)(2) of the DIFC Data
Protection Regulations, when a data controller gives a notification
to the commissioner of data protection, it must be specific. The
notification must contain the following information:
(a)

a general description of the personal data Processing being
carried out;

(b)

an explanation of the purpose for the personal data processing;

(c)

the data subjects or class of data subjects whose personal data
is being processed;

(d)

a description of the class of personal data being processed; and

(e)

a statement of the jurisdictions to which personal data will
be transferred by the data controller, along with an indication
as to whether the particular jurisdiction has been assessed as
having an adequate level of protection in accordance with the
terms of the DIFC Law Number 1 of 2007.

Entities operating in the DIFC and the ADGM must register with
the relevant data protection authority in the DIFC and the ADGM,
respectively.
According to Article 19 of the DIFC Law Number 1 of 2007, in
the DIFC, the appointed data controller is responsible for filing the
notification with the relevant data protection authority.
According to Article 12 of the ADGM 2015 Data Protection
Regulations, the data controller must register themselves with the
relevant data protection authority.
6.5

What information must be included in the registration/
notification (e.g., details of the notifying entity,
affected categories of individuals, affected categories
of personal data, processing purposes)?

For the information that must be included in a notification, please
see question 6.2.
6.6

What are the sanctions for failure to register/notify
where required?

Details of the person responsible for data protection compliance
must also be provided.

As stated previously, there is no requirement to register/notify in the
mainland of the UAE.

The ADGM Data Protection Regulations do not set any specific
requirements for the registration of a data controller with the
Registrar. Article 12 of the ADGM 2015 Data Protection
Regulations states that a data controller must notify the Registrar of
its intention to become a data controller in the required form. They
should also establish and maintain records of any personal data
processing operations or any set of such operations.

In the DIFC, failure to register with the Office of the Commissioner
of Data Protection will result in a fine of $25,000.

6.3

According to the DIFC Data Protection Regulations, the fee
for the notification is $1,000 for entities regulated by the Dubai
Financial Services Authority (the regulating authority of the Dubai
International Financial Center), $500 for Dubai Financial Services
Authority non-regulated entities except for retail, and $200 for
retail entities. A notification filed by a data controller who does not
process any personal data does not require a fee.

On what basis are registrations/notifications made
(e.g., per legal entity, per processing purpose, per
data category, per system or database)?

According to Article 19(2) of the DIFC Law Number 1 of 2007, in
the DIFC, notifications are made based on data categories. Clause
6(3)(1) of the DIFC Data Protection Regulations provides that a data
controller must notify the commissioner of data protection in the
following circumstances:
(a)

for any personal data processing operation or set of operations
involving the processing of sensitive personal data; and

(b)

for any personal data processing operation or set of operations
involving the transfer of personal data to a recipient outside
of the DIFC which is not subject to laws and regulations
which ensure an adequate level of protection.

Further, if the manner of processing is changed, the data controller
must submit a notification to the commissioner of data protection
informing them of this.
Even where a data controller does not process personal data, it must
still submit a notification reflecting this.
In the ADGM, notifications are also made based on data categories.
6.4

Who must register with/notify the data protection
authority (e.g., local legal entities, foreign legal
entities subject to the relevant data protection
legislation, representative or branch offices of foreign
legal entities subject to the relevant data protection
legislation)?

In the mainland of the UAE, there is no requirement to register
with or notify any data protection authority as there is no such data
protection authority.
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The ADGM regulations do not set out any sanctions for failure to
register, although they should be levied in this event.
6.7

What is the fee per registration/notification (if
applicable)?

According to ADGM 2015 Data Protection Regulations, the fee for
the application for the initial registration as a data controller is $300.
6.8

How frequently must registrations/notifications be
renewed (if applicable)?

In the DIFC, the notification validity period is one year. Failure to
renew the notification constitutes a breach of the DIFC Law Number
1 of 2007.
In the ADGM, according to Article 12(4) of the ADGM 2015 Data
Protection Regulations (as amended by the 2018 Regulations)
registration notifications must be submitted to the Registrar on
annual basis where the personal data processing is to continue in
the subsequent year.
6.9

Is any prior approval required from the data protection
regulator?

In the DIFC, there is no prior approval required from the data protection
regulator. In the ADGM, approval to work as a data controller will be
granted after the registration notification has been submitted.
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In the DIFC, the notification must be completed online; it is
available on the Client Portal. In the ADGM, the registration can
also be completed online.
6.11 Is there a publicly available list of completed
registrations/notifications?

Both in the DIFC and the ADGM, there is no publicly available list
of completed notifications.
6.12 How long does a typical registration/notification
process take?

7.6

Article 8(1) of the DIFC Law Number 1 of 2007 and Article 1 of
ADGM 2015 Data Protection Regulations require data controllers
to ensure that the personal data which they process be:
(a)

processed fairly, lawfully and securely;

(b)

processed for specified, explicit and legitimate purposes in
accordance with the data subject’s rights and that it is not
processed in a way incompatible with those purposes or
rights;

(c)

adequate, relevant and not excessive in relation to the
purposes for which it is collected and/or further processed;

(d)

accurate and, where necessary, kept up to date; and

(e)

kept in a form which permits identification of data subjects
for no longer than is necessary for the purposes for which
the personal data was collected or for which they are further
processed.

No specific period of time is provided as to how long a typical
notification process takes in the DIFC and ADGM regulations.

7 Appointment of a Data Protection Officer
7.1

Is the appointment of a Data Protection Officer
mandatory or optional? If the appointment of a
Data Protection Officer is only mandatory in some
circumstances, please identify those circumstances.

The appointment of a data protection officer is optional in the
mainland of the United Arab Emirates. In contrast, in the DIFC
and the ADGM, the appointment of a Data Protection Officer is
mandatory. Certain requirements are imposed on data controllers in
these free-zones. As per Article 8 of the DIFC Law Number 1 of
2007 and Article 1 of the ADGM 2015 Data Protection Regulations,
data controllers should ensure that the personal data which they
process is processed securely, and for specified and legitimate
purposes.
7.2

7.3

Is the Data Protection Officer protected from
disciplinary measures, or other employment
consequences, in respect to his or her role as a Data
Protection Officer?

The DIFC and ADGM data protection regulations do not provide
any such protection to the data protection officer.
7.4

Can a business appoint a single Data Protection
Officer to cover multiple entities?

The DIFC and ADGM regulations do not provide any guidance on
whether a single data protection officer can cover multiple entities.
7.5

Moreover, in the DIFC, according to Article 8(2) of the DIFC
Law Number 1 of 2007, every reasonable step must be taken by
the data controller to ensure that personal data which is inaccurate
or incomplete, having regard to the purposes for which it was
collected or for which it is further processed, is erased or rectified.
According to Article 16(1) of the DIFC Law Number 1 of 2007,
the data controller should also implement appropriate technical and
organisational measures to protect personal data against willful,
negligent, accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure of access and against all other
unlawful forms of processing.
In this vein, Article 9 of the ADGM 2015 Data Protection
Regulations provides that the data controller must implement
appropriate technical and organisational measures to protect
Personal Data in the ADGM.
7.7

What are the sanctions for failing to appoint a Data
Protection Officer where required?

In the DIFC and the ADGM, failure to appoint a Data Protection
Officer will result in a fine.

Please describe any specific qualifications for the
Data Protection Officer required by law.

What are the responsibilities of the Data Protection
Officer as required by law or best practice?

United Arab Emirates

6.10 Can the registration/notification be completed online?

United Arab Emirates

Must the appointment of a Data Protection Officer
be registered/notified to the relevant data protection
authority(ies)?

In the DIFC, the appointment of a data protection officer must be
registered. The commissioner maintains a public register of data
controllers. Each register entry includes the name and address of
the data controller, and a general description of their processing of
personal data.
According to Article 12 of the ADGM 2015 Data Protection
Regulations, the appointment of a data protection officer must be
registered with the ADGM Registrar.
7.8

Must the Data Protection Officer be named in a publicfacing privacy notice or equivalent document?

In the DIFC, the data controller must be named in a public register
maintained by the commissioner. Individuals can consult the public
register to find out details of the processing of personal data being
carried out by a specific data controller.
Similarly, in the ADGM, data controllers are listed in the data
controller register. The data controller register is incorporated
within the ADGM Public Register of Companies.

The DIFC and ADGM regulations do not set out any specific
qualifications that data controllers are required to have.
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8 Appointment of Processors
8.1

If a business appoints a processor to process
personal data on its behalf, must the business enter
into any form of agreement with that processor?

Although it is not explicitly set out in the DIFC and ADGM
regulations, it is advisable for a business wishing to appoint
a processor to process personal data on its behalf to enter into a
service agreement with that processor.
8.2

If it is necessary to enter into an agreement, what
are the formalities of that agreement (e.g., in writing,
signed, etc.) and what issues must it address (e.g.,
only processing personal data in accordance with
relevant instructions, keeping personal data secure,
etc.)?

It is advisable to have a signed and stamped agreement written on
letterhead, that addresses the data controller’s responsibilities with
respect to the procedure for processing personal data, keeping this
data secure, only processing it in accordance with instructions and
in accordance with the provisions of a specific law.

9 Marketing
9.1

Please describe any legislative restrictions on the
sending of electronic direct marketing. (E.g., for
marketing by email or SMS, is there a requirement to
obtain prior opt-in consent of the recipient?)

In the DIFC and the ADGM, personal data may only be processed
in certain conditions, according to Article 9 of the DIFC Law
Number 1 of 2007 and article 2 of the ADGM 2015 Data Protection
Regulations. The principal condition is obtaining the data subject’s
written consent for the processing. Restrictions will be imposed
on electronic direct marketing conducted without the individual’s
consent.
In addition, according to Article 13 of the DIFC Law Number 1 of
2007 and Article 7 of the ADGM 2015 Data Protection Regulations,
where information about a data subject has been obtained, the data
subject will need to be informed of whether their information will be
used for direct marketing purposes, in so far as such information is
necessary to guarantee fair processing in respect of the data subject.
9.2

Please describe any legislative restrictions on the
sending of marketing via other means (e.g., for
marketing by telephone, a national opt-out register
must be checked in advance; for marketing by post,
there are no consent or opt-out requirements, etc.)

Please see question 11.1.
9.3

Do the restrictions noted above apply to marketing
sent from other jurisdictions?

The restrictions noted above are aimed at protecting an individual’s
right to consent to their personal information being used. Although
the laws and regulations referred to above will protect this right for
an individual living in the UAE, the UAE Government does not
have the authority to impose any sanctions on marketing sent from
other jurisdictions.

In 2009, the Telecommunications Regulation Authority issued its
‘Regulation on Unsolicited Electronic Communication’ addressing
electronic direct marketing, including spam emails, spam text
messages and telephone calls. The Regulation on Unsolicited
Electronic Communication confirms that mobile phone marketing
providers must obtain consent from customers before they send them
marketing messages, before they email them or even before they
call them. The issue is that people will have generally unknowingly
consented to their information being used for marketing purposes.
In support of this, Article 72 of the UAE Telecommunications
Law penalises copying or disclosing the content of any sort of
communication without having the right to do so.

9.4

It is worth noting that Article 31 of the UAE Constitution states that
an individual has the right to enjoy freedom of communication by
post, telegraph or other means of communication and the secrecy
thereof is to be guaranteed in accordance with the law.

To be able to purchase marketing lists from third parties, the
information of the business/individual on the list must have been
obtained with their consent and the individual must have also
consented to their information being used by a third party.

The UAE Cybercrime Law sets out harsh penalties for using an
individual’s personal information without their consent or that is
otherwise unauthorised by law. Article 21 of the UAE Cybercrime
Law states that whoever uses a computer network, an electronic
information system or any information technology means for the
invasion of privacy of another person shall be sanctioned.
Further, Article 17.22 of the Consumer Protection Regulations,
issued on 10 January 2017, provides that advertising (which is
defined to include electronic direct marketing) must not be unduly
intrusive or coercive and shall not harass or be likely to harass
customers. If the marketing method in question is judged to be
unduly intrusive or harassing, restrictions will be imposed on this
marketing method.
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Is/are the relevant data protection authority(ies) active
in enforcement of breaches of marketing restrictions?

The Telecommunications Regulation Authority (mainland UAE
jurisdiction), the Office of the Data Protection Commissioner (DIFC
jurisdiction) and the Office of Data Protection (ADGM jurisdiction)
are active in the enforcement of breaches of marketing restrictions.
9.5

9.6

Is it lawful to purchase marketing lists from
third parties? If so, are there any best practice
recommendations on using such lists?

What are the maximum penalties for sending
marketing communications in breach of applicable
restrictions?

Article 21 of the UAE Cybercrime Law states that whoever uses
a computer network, an electronic information system or any
information technology means for the invasion of privacy of another
person shall be punished by imprisonment of a period of at least six
months, and a fine not in excess of five hundred thousand dirhams,
or either of these two penalties.
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10		

Cookies

10.1 Please describe any legislative restrictions on the use
of cookies (or similar technologies).

In the mainland jurisdiction of the UAE, there are no specific
legislative restrictions relating to the use of cookies. Despite this,
the UAE Cybercrime Law can be construed to apply to cookies.
Given that Article 21 of the UAE Cybercrime Law prohibits the use
of a computer network for the invasion of privacy, the storage of
information by a cookie can be held as an invasion of privacy, and
therefore a breach of the Cybercrime Law.
Although the DIFC and ADGM regulations do not set out any
legislative restrictions directly concerned with cookies, they do set
out restrictions with regards to the processing of personal data –
which is stored by cookies. Cookies that store personal data can
therefore be indirectly restricted by the DIFC Regulations.
10.2 Do the applicable restrictions (if any) distinguish
between different types of cookies? If so, what are the
relevant factors?

The applicable restrictions do not make a distinction between
different types of cookies.
10.3 To date, has/have the relevant data protection
authority(ies) taken any enforcement action in relation
to cookies?

The relevant data protection authorities in the mainland of the UAE,
in the DIFC and in the ADGM have not taken any enforcement
actions in relation to cookies.
10.4 What are the maximum penalties for breaches of
applicable cookie restrictions?

In the mainland jurisdiction of the UAE, the maximum penalty for
the breach of restrictions relevant to cookies (the breach of Article
21 of the UAE Cybercrime Law) is imprisonment of a period of at
least six months and a fine not in excess of five hundred thousand
dirhams, or either of these two penalties.

11		 Restrictions on International Data 		
Transfers
11.1 Please describe any restrictions on the transfer of
personal data to other jurisdictions.

In the mainland of the UAE, there are no restrictions on the transfer
of personal data to other jurisdictions. Notwithstanding this, Article
378 of the Penal Code provides that data subjects should provide
their consent to the transfer of data relating to them both inside and
outside the UAE.
In the DIFC and the ADGM, according to Article 11 of the DIFC Law
Number 1 of 2007 and Article 4 of the ADGM 2015 Data Protection
Regulations, a transfer of personal data to a recipient located in a
jurisdiction outside the DIFC and the ADGM may take place only if
an adequate level of protection for that personal data is ensured by
regulations that are applicable to the recipient (if the jurisdiction is
listed as an acceptable jurisdiction under the regulations). Transfers

United Arab Emirates

of personal data to a recipient which is not subject to regulations
and which ensure an adequate level of protection may take place if
certain conditions are met, according to Article 12 of the DIFC Law
Number 1 of 2007 and Article 5 of the ADGM 2015 Data Protection
Regulations. For instance, among other conditions, the following
requirements must be met:
(a)

the data controller has obtained a permit from the
commissioner of data protection;

(b)

the data subject has given his written consent to the proposed
transfer;

(c)

the transfer is necessary for the performance of a contract
between the data subject and the data controller, or the
implementation of pre-contractual measures taken in
response to the data subject’s request; and

(d)

the transfer is necessary for the conclusion or performance
of a contract concluded in the interest of the data subject
between the data controller and a third party.
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11.2 Please describe the mechanisms companies typically
utilise to transfer personal data abroad in compliance
with applicable transfer restrictions (e.g., consent
of the data subject, performance of a contract with
the data subject, approved contractual clauses,
compliance with legal obligations, etc.).

In the mainland of the UAE, the data subject’s written consent must
be obtained.
In the DIFC and the ADGM, companies will typically utilise the
performance of a contract with the data subject and the performance
of a contract in the interest of the data subject, among other
conditions, to transfer personal data abroad.
11.3 Do transfers of personal data to other jurisdictions
require registration/notification or prior approval from
the relevant data protection authority(ies)? Please
describe which types of transfers require approval or
notification, what those steps involve, and how long
they typically take.

No prior approval is required in the mainland of the UAE.
In the DIFC and the ADGM, approval is required, respectively, from
the DIFC Commissioner of Data Protection and from the ADGM
Registrar to be able to transfer personal data to a recipient located
outside the jurisdiction; this is given to the data controller in the
form of a permit.

12		 Whistle-blower Hotlines
12.1 What is the permitted scope of corporate whistleblower hotlines (e.g., restrictions on the types of
issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern, etc.)?

In Dubai, Article 19 of Dubai Law Number 4 of 2016 on Financial
Crimes provides protection to whistle-blowers, or people who report
crimes related to financial matters – in this case to the Dubai Centre
for Economic Security. The law does not set out any specification
on whistle-blowing in these circumstances. In contrast, with regards
to non-financial crimes in Emirates other than Dubai, Article 379
of the Penal Code states that it is an offence for an individual to
disclose secrets which they have been entrusted with as a result of
their employment.
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The DIFC regulations do not provide any guidance on the permitted
scope of corporate whistle-blowing, although Article 10(1)(h) of
the DIFC Law Number 1 of 2007 allows the processing of personal
data if it is necessary to comply with any regulatory requirements,
auditing, accounting, anti-money laundering, or counter-terrorist
financing obligations or the prevention or detection of any crime
that apply to a data controller.
Similarly, the ADGM Regulations do not provide any guidance
on the permitted scope of corporate whistle-blowing, although
Article 3(1)(h) of the ADGM 2015 Data Protection Regulations
allows the processing of personal data if it is necessary to comply
with any regulatory requirements, auditing, accounting, antimoney laundering, or counter-terrorist financing obligations or the
prevention or detection of any crime that applies to a data controller.
12.2 Is anonymous reporting prohibited, or strongly
discouraged, or generally permitted? If it is prohibited
or discouraged, how do companies typically address
this issue?

Anonymous reporting is not prohibited in the United Arab Emirates.
On the contrary, it is encouraged. In 2011, the police launched a
service called ‘Najeed’ which allows the public to report crimes to
the police in a fully confidential manner.

13		

CCTV

13.1 Does the use of CCTV require separate registration/
notification or prior approval from the relevant data
protection authority(ies), and/or any specific form of
public notice (e.g., a high-visibility sign)?

In the mainland of the UAE, there is no separate registration
requirement for the use of CCTV (Closed Circuit Television). In
accordance with Article 378 and 379 of the UAE Penal Code and
the UAE Cybercrimes Law, given that a person’s right to privacy
is protected, this right to privacy will need to be taken into account
when installing CCTV. Article 378 of the UAE Penal Code stipulates
that ‘a person shall be punished by detention and a fine if he
prejudices the privacy of the individual or family life by committing
any of the following acts other than in the events as permitted by
law or without the consent of the victim: to eavesdrop, record or
transmit by any device of any kind whatsoever conversations in a
private place or by way of telephone or any other device, to take or
transmit by any device of any kind whatsoever a photo of a person
in a private place [...]’. This means that a high-visibility sign, or
other forms of appropriate signage, needs to be displayed, if CCTV
is installed or that prior written consent needs to be obtained from
individuals who may be recorded by CCTV in a specific area.
Dubai Law Number 24 of 2008 (as amended by Law Number 10
of 2014) provides regulations on the use of CCTV in the Emirate
of Dubai. Article 16 of the Dubai Law Number 24 of 2008
enumerates the business activities that must satisfy certain security
specifications including employing CCTV surveillance. These
include hotels and short-stay residences, financial and monetary
institutions, the manufacture and sale of precious metals and stones,
shooting ranges, military and hunting equipment stores, shopping
and leisure centres, precious materials storage facilities, hazardous
materials storage facilities, precious commodities stores/outlets,
large department stores, petrol stations, internet services, storage
services, aircraft and balloon clubs.
The use of CCTV does not require separate registration/notification
in the DIFC and the ADGM.
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13.2 Are there limits on the purposes for which CCTV data
may be used?

The purposes for which CCTV data may be used remains largely
unregulated in the UAE. There are no specifications as to the
purpose of carrying out monitoring through CCTV yet companies
are usually equipped with these devices when they are necessary for
the organisation and maintenance of security, depending on the type
of activity carried out by the company. Nevertheless, as a general
rule, recorded footage should not be used abusively by the employer
and the CCTV must not be placed in private areas such as in the
toilets and in the prayer rooms.
The DIFC and ADGM Regulations do not provide any limits on the
purposes for which CCTV data may be used.

14		 Employee Monitoring
14.1 What types of employee monitoring are permitted (if
any), and in what circumstances?

Although there are no sector-specific legislations relevant to
employee monitoring in the UAE, a combination of federal, local
and free-zone laws are applicable on employers and employees.
These laws (such as Article 31 of the UAE Constitution which
gives individuals a right to secrecy in their communications)
guarantee the right to privacy and safeguarding of personal data of
the employee, and may be potentially applicable on instances such
as the monitoring and recording of telephone conversations in the
workplace. There are no specifications on monitoring employees
through the use of CCTV, although employees will have a right of
privacy in this regard. As a general rule, employers have the right
to monitor and access the company’s property which include email
servers, devices such as mobile phone, laptops and tablets.
Many businesses are required, by nature, to monitor telephone
conversations as a way for managing risk such as banks, trading
houses, insurance and brokerage companies. Other companies that
are not required by nature to monitor telephone conversations may
decide to do so for training purposes and/or to ensure the quality of
the services provided by its employees.
In the DIFC, according to DIFC Law Number 1 of 2007, the
employee’s consent must be obtained to be able to monitor, record
or process any personal data related to them (whether by telephone,
by CCTV or by email).
In the ADGM, Article 51 of the ADGM Employment Regulations
on processing personal data by the employer provides that personal
data must not be kept ‘for longer than is necessary’ by the employer
(having regard to the purpose or purposes for which they are being
processed).
14.2 Is consent or notice required? Describe how
employers typically obtain consent or provide notice.

In the mainland of the UAE, according to Federal Laws, specifically
the Cybercrime Law, Telecommunications Law and the Penal Code,
the employee’s consent will have to be obtained in order to be able
to monitor them. This provision can be included in the employee’s
employment contract or in the company’s internal policies. With
respect to monitoring the employee’s emails, the fact that the email
server belongs to the company’s assets implies that the company
will have full access to the server.
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In the DIFC, according to DIFC Law Number 1 of 2007, the
employee’s consent must be obtained to be able to monitor, record
or process any personal data related to them (whether by telephone,
by CCTV or by email). The same requirements apply to the ADGM.

In the DIFC, there is no requirement to report data breaches to
affected data subjects. There is a requirement, according to Article
13 of the DIFC Law Number 1 of 2007, for the data controller
to provide the data subject with the following information upon
commencing to collect personal data about them:

14.3 To what extent do works councils/trade unions/
employee representatives need to be notified or
consulted?

(a)

the identity of the data controller;

(b)

the purposes of the processing for which the personal data are
intended; and

(c)

other information such as the recipients or categories of
recipients of the personal data, the existence of the right of
access to and the right to rectify the personal data concerning
them, and whether the personal data will be used for direct
marketing purposes, among other conditions.

There are no work councils or any such unions in the UAE.

15		 Data Security and Data Breach
15.1 Is there a general obligation to ensure the security of
personal data? If so, which entities are responsible for
ensuring that data are kept secure (e.g., controllers,
processors, etc.)?

In the mainland of the UAE, the protection guaranteed to an
individual’s right to privacy implies that there is a general obligation
to ensure the security of their personal data. There is no specific
authority responsible for ensuring that data are kept secure.
In the DIFC, article 16 of the DIFC Law Number 1 of 2007 imposes
an obligation on the data controller to ensure the security of personal
data. Article 16 provides that the data controller must implement
appropriate technical and organisational measures to protect
personal data.
In the ADGM, article 9 of the ADGM 2015 Data Protection
Regulations provides that the data controller must ensure the
security of the personal data being processed by implementing
appropriate technical and organisational measures.

In the ADGM, there is no legal requirement to report data breaches
to affected data subjects. However, according to Article 6 of the
ADGM 2015 Data Protection Regulations, data controllers must
provide a data subject whose personal data has been collected with
the following information:
(a)

the identity of the data controller;

(b)

the purposes of the processing for which the personal data are
intended; and

(c)

other information such as the recipients or categories of
recipients of the personal data, the existence of the right of
access to and the right to rectify the personal data concerning
them, and whether the personal data will be used for direct
marketing purposes, among other conditions.

15.4 What are the maximum penalties for data security
breaches?

In the mainland of the UAE, the penalties for non-compliance are
as follows:
■

Article 15 of the UAE Cybercrimes Law states that any person
who captures or intercepts any communication through any
information network, intentionally and without permission,
shall be punished by imprisonment and a fine not less than
AED 150,000 (approx. €33,870) and not exceeding AED
500,000 (approx. €112,910) or by any of these punishments.
Any person who disclosed the information obtained
unlawfully by receiving or interception of communications
shall be punished by imprisonment for a period not less than
one year.

■

Article 21 of the UAE Cybercrime Law stipulates that
a person who used an information network, electronic
information system or any of the information technology
tools in invading the privacy of a person in cases other than
those permitted in Law shall be punished by imprisonment
for a period not less than six months, and a fine not less than
AED 150,000 (approx. €33,870) and not exceeding AED
500,000 (approx. €112,910) or by any of these punishments
by any of the following methods:

15.2 Is there a legal requirement to report data breaches
to the relevant data protection authority(ies)? If so,
describe what details must be reported, to whom, and
within what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expects voluntary breach
reporting.

In the mainland of the UAE, there is no such requirement given that
there is no data protection authority.
In the DIFC, Article 16(4) of the DIFC Law Number 1 of 2007
provides that the data controller or the data processor must inform
the commissioner of data protection in the event of an unauthorised
intrusion to any personal database, whether physical, electronic or
otherwise. This must be done ‘as soon as practicably possible’.
Failure to do so will result in a fine of $5,000.
In the ADGM, there is no specific requirement to report data
breaches.
15.3 Is there a legal requirement to report data breaches
to affected data subjects? If so, describe what
details must be reported, to whom, and within what
timeframe. If no legal requirement exists, describe
under what circumstances the relevant data
protection authority(ies) expects voluntary breach
reporting.

In the mainland of the UAE, there is no such requirement given that
there is no data protection authority.
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■ overhearing,
interception,
recording,
transferring,
transmitting or disclosure of conversations, communications
or audio or visual materials;
■ capturing pictures of a third party or preparing electronic
pictures or transferring, exposing, copying or keeping
those pictures; and/or
■ publishing electronic news or pictures or photographs,
scenes, comments, statements or information even if they
were correct and real.
■

Article 22 of the UAE Cybercrime Law states that any person
who used without permission any information network,
electronic site or information technology tool to expose
confidential information obtained by occasion or because of
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his work shall be punished by imprisonment for a period not
less than six months, and a fine not less than AED 500,000
(approx. €112,910) and not exceeding AED 1,000,000
(approx. €225,815) or by any of these punishments.

Authority

personal data
processed by data
controller or data
processors

Maximum fine of $15,000 for failing to process data in
accordance with Article 8 of the DIFC Law Number 1 of
2007.

■

Maximum fine of $15,000 for failing to comply with
legitimate processing requirements in accordance with
Article 9 of the DIFC Law Number 1 of 2007.

■

Maximum fine of $20,000 if a data controller transfers
personal data outside the DIFC in accordance with Article
12(1)(a) of the DIFC Law Number 1 of 2007 and failing to
obtain a permit from the commissioner of data protection.

In the ADGM, according to Article 17(3) of the ADGM 2015
Data Protection Regulations, a data controller who fails, without
reasonable excuse, to comply with any direction issued by the
registrar under section 17(3) shall be liable to a fine of $15,000.

16		 Enforcement and Sanctions
16.1 Describe the enforcement powers of the data
protection authority(ies).

Authority

Investigatory
Power

Civil/
Administrative
Sanction

■ Collect all

the information
necessary for the
performance of
its supervisory
duties

Criminal
Sanction

■ Issue warnings
and make
recommendations
to data controllers
■ Require a data
controller by
written notice to
give specified
information or to
produce specified
documents which
relate to the
processing of
personal data

Board of
Directors
(ADGM): Its
main function
is to make rules
in respect to
personal data
processing
activities

16.2 Does the data protection authority have the power to
issue a ban on a particular processing activity? If so,
does such a ban require a court order?

There are no data protection authorities in the UAE.
In the DIFC, according to Article 26 of the DIFC Law Number 1 of
2007, the commissioner of data protection has the right to prepare
draft regulations and standards or codes of practice with respect to
data processing activities. This implies that he may have the right to
issue a ban on a particular processing activity.

■ Initiating

In the ADGM, according to Article 16 of the ADGM 2015 Data
Protection Regulations, the Board of Directors may make rules in
respect of any matters related to the processing of personal data.
This implies that the Board may have the right to issue a ban on a
particular processing activity.

proceedings for
contraventions of
the law before the
Court

■ Imposing fines
Commissioner of
Data Protection
(DIFC)

Registrar
(ADGM)

Civil/
Administrative
Sanction

■ Issuing

warnings or
admonishments
and making
recommendations
to data controllers

■ Accessing

Criminal
Sanction

Investigatory
Power

■ Access

In the DIFC, the following penalties apply:
■

United Arab Emirates

in the event of
non-compliance
with its directions

personal data
processed by data ■ Imposing
controllers or data fines for nonprocessors
compliance with
the DIFC Law
Number 1 of 2007

■ Initiating

a claim for
compensation on
behalf of a data
subject before the
court

■ Acquiring,

holding and
disposing of
property of any
description

16.3 Describe the data protection authority’s approach
to exercising those powers, with examples of recent
cases.

The DIFC Law Number 1 of 2007 is largely modelled on the data
protection principles emanating from EU Directives, which provide
guidance to the DIFC Commissioner of Data Protection in the
administration of the DIFC Law Number 1 of 2007. In Maximillian
Schrems v Data Protection Commissioner [Case no C-362/14]
of 6 October 2015, the European Court of Justice invalidated
Commission Decision 2000/520/EC which provided protection for
personal data transfers from European Union Member States to US
Safe Harbor recipients. This has led the DIFC Commissioner of
Data Protection to reconsider the adequacy status previously given
to transfers of personal data to US Safe Harbor Recipients.
16.4 Does the data protection authority ever exercise
its powers against companies established in other
jurisdictions? If so, how is this enforced?

In the ADGM, according to Article 17 of the ADGM 2015 Data
Protection Regulations, if the Registrar is satisfied that a data
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17		 E-discovery / Disclosure to Foreign 		
Law Enforcement Agencies
17.1 How do companies typically respond to foreign
e-discovery requests, or requests for disclosure from
foreign law enforcement agencies?

In the mainland of the UAE, in the DIFC and in the ADGM,
companies are expected to cooperate with foreign e-discovery
requests, although there is no legislation forcing them to do so.
17.2 What guidance has/have the data protection
authority(ies) issued?

No guidance has been issued on this matter.

18		 Trends and Developments
18.1 What enforcement trends have emerged during the
previous 12 months? Describe any relevant case law.

In January 2018, the Ministry of Finance addressed the importance
of protecting sensitive personal data in financial transactions with
respect to collecting, processing and retaining personal data.
18.2 What “hot topics” are currently a focus for the data
protection regulator?

Data available on social media is currently a focus for the data
protection regulator, as discussions have emerged on whether such
data should be kept private or if it can indeed be used to target
advertisements on a particular individual.

United Arab Emirates

controller, data processor or data controller established outside the
Abu Dhabi Global Market has contravened or is contravening these
regulations or any rules made under these Regulations, the Registrar
may issue a direction to the data controller requiring him to do or
refrain from doing an act, or to refrain from processing any personal
data.

United Arab Emirates
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